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lkjk a’k

RSA fØIVksxzkfQ+d ,Yxksfjn~e dh x.kukRed tfVyrk] fo'ks"k :i ls cM+s dqath vkdkjksa ¼Key Sizes½ ds

fy,] vk/kqfud lqjf{kr lapkj ç.kkfy;ksa esa egRoiw.kZ pqukSfr;k¡ çLrqr djrh gSA bl leL;k ds lek/kku gsrq] ge

ikjaifjd RSA ,Yxksfjn~e vkSj mlds ,d vuqdwfyr laLdj.k dk rqyukRed fo'ys"k.k çLrqr djrs gSa] ftlesa

e‚Mîwyj xq.kk ¼Modular Multiplication½ ds fy, oSfnd xf.kr dh ÞÅ/oZ&fr;ZDH;ke~ß fof/k dk ç;ksx fd;k

x;k gSA ;g v/;;u 1024] 2048] 4096 vkSj 8192 fcV~l ds fofHkUu dqath vkdkjksa ij nksuksa –f"Vdks.kksa ds

çn'kZu dk ewY;kadu djrk gS] ftlesa eq[; :i ls dqath fuekZ.k ¼Key Generation½] ,fUØI'ku ¼Encryption½

vkSj fMfØI'ku ¼Decryption½ çfØ;kvksa ij /;ku dsafær fd;k x;k gSA cM+s dqath vkdkjksa ij] oSfnd&vk/kkfjr

mUur RSA ,Yxksfjn~e ikjaifjd RSA dh rqyuk esa yxHkx 56% vf/kd rsth ls dqath mRiUu djrk gS] ftlls

;g lhfer çlaLdj.k 'kfä okys okrkoj.k ds fy, vR;ar mi;qä fl) gksrk gSA ;|fi ,fUØI'ku vkSj fMfØI'ku

le; nksuksa fof/k;ksa esa yxHkx leku jgrk gS] fdUrq tSls&tSls dqath dk vkdkj c<+rk gS] oSfnd fof/k dh xfr

vkSj foLrkj {kerk Li"V :i ls fn[kkbZ nsrh gSA ç;ksxkRed fu"d"kksaZ dks foLr`r rkfydkvksa vkSj –'; vkjs[kksa

ds ek/;e ls çLrqr fd;k x;k gS] tks fØIVksxzkfQd vuqdwyu esa oSfnd xf.kr ds O;kogkfjd ykHkksa dks js[kkafdr

djrs gSaA ;g 'kks/ki= oSfnd xf.krh; fl)karksa ds mi;ksx ls vk/kqfud fØIVksxzkfQd ç.kkfy;ksa dks etcwr cukuk

n'kkZrk gS rFkk lqj{kk ls le>kSrk fd, fcuk x.kukRed çn'kZu dks csgrj cukus dk ,d oSdfYid –f"Vdks.k

çLrqr djrk gSA ikjaifjd rduhdksa vkSj ledkyhu fØIVksxzkfQd vko';drkvksa ds chp lsrq fuekZ.k djrs gq,]

;g v/;;u çHkkoh fØIVksxzkfQd ,Yxksfjn~eksa ds fodkl esa vkxs ds vuqla/kku vkSj uokpkj dh uhao j[krk gSA

Abstract

The computational complexity of the RSA cryptographic algorithm, particularly for large key
sizes, poses challenges in modern secure communication systems. To address this, we present a
comparative analysis of the traditional RSA algorithm and an optimized variant that employs the
Urdhva Tiryakbham method from Vedic mathematics for modular multiplication. The study evaluates
the performance of both approaches across varying key sizes (1024, 2048, 4096, and 8192 bits),
focusing on key generation, encryption, and decryption processes. For higher key sizes, the enhanced
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Vedic-based RSA generates keys up to 56% faster, which makes it ideal for settings with limited
processing power. While encryption and decryption times remain comparable between the two
methods, the scalability and efficiency of the Vedic-based approach become evident as the key size
increases. Experimental findings, presented through detailed tables and visual charts, underscore
the practical advantages of integrating Vedic mathematics into cryptographic optimization. This
paper highlights the potential of ancient mathematical principles to enhance modern cryptographic
systems, offering an alternative approach to improve computational performance without
compromising security. By bridging traditional techniques and contemporary cryptographic demands,
this study lays the groundwork for further investigation and invention in the development of effective
cryptographic algorithms.

eq[;'kCn% RSA fØIVksxzkQh] oSfnd xf.kr vuqdwyu] Å/oZ&fr;ZDH;ke~ ,Yxksfjn~e] lkoZtfud dqath fØIVksxzkQh
n{krk] fØIVksxzkQh esa e‚Mîwyj vadxf.krA

Key words: RSA Cryptography, Vedic Mathematics Optimization, Urdhva-Tiryagbhyam Algorithm,
Public Key Cryptography Efficiency, Modular Arithmetic in Cryptography.

ifjp;

lu~ 1977 esa j‚u fjosLV] vnh 'kehj vkSj fy;ksukMZ
,sMyeSu ¼RSA½ us RSA ,Yxksfjn~e çLrqr fd;k] tks
,d Økafrdkjh lkoZtfud&dqath fØIVksflLVe Fkk
vkSj vk/kqfud fØIVksxzkQh dh uhao j[kus okyk fl)
gqvk [1]A ;g fo"ked ¼Asymmetric½ ,fUØI'ku dk
igyk okLrfod vuqç;ksxksa esa ls ,d FkkA RSA nks
dqaft;ksa ds tksM+s dk ç;ksx djrk gS% ,fUØI'ku ds
fy, lkoZtfud dqath rFkk fMfØI'ku ds fy, futh
dqathA bldh lqj{kk dk vk/kkj cM+s la;ksftr la[;kvksa
¼Composite Numbers½ ds xq.ku[kaMu dh x.kukRed
tfVyrk gS&,d ,slh leL;k ftls orZeku ikjaifjd
,Yxksfjn~eksa ds ek/;e ls i;kZIr cM+s la[;kvksa ds fy,
gy djuk O;kogkfjd :i ls vlaHko ekuk tkrk gSA
blh fo'ks"krk ds dkj.k RSA dk ç;ksx vkt dqath
fofue; ¼Key Exchange½] MsVk ,fUØI'ku vkSj
fMftVy gLrk{kjksa tSls {ks=ksa esa O;kid :i ls fd;k
tkrk gSA

,Yxksfjn~e eq[; :i ls e‚Mîwyj vadxf.kr
¼Modular Arithmetic½ vkSj vHkkT; la[;kvksa ds
xq.ku[kaMu ¼Prime Factorization½ ij vk/kkfjr gSA
,fUØI'ku vkSj fMfØI'ku dh çfØ;k e‚Mîwyj ?kkrkad
¼Modular Exponentiation½ }kjk laHko gksrh gS]

ftlls çs"kd vkSj çkIrdrkZ nksuksa dks igys ls dksbZ
xqIr dqath lk>k djus dh vko';drk ugha jgrhA
xfr'khyrk esa] RSA dbZ fØIVksxzkfQd çksVksd‚y
vkSj flLVe dk eq[; vk/kkj cu pqdk gSA

gkyk¡fd] tSls&tSls x.kukRed 'kfä ¼Compu-

tational Power½ c<+h gS] RSA ds çn'kZu&fo'ks"kdj
dqath fuekZ.k rFkk ,fUØI'ku@fMfØI'ku dh xfr&ij
ç'ufpà mBus yxs gSaA bl x.kukRed Hkkj dks de
djus ds fy,] fo'ks"k :i ls e‚Mîwyj xq.kk ¼Modular

Multiplication½ ds {ks= esa] fofHkUu vuqdwyu ¼Opti-

mizations½ çLrkfor fd, x, gSa [2]A blds ckotwn]
cM+s dqath vkdkjksa ds fy, RSA vc Hkh vR;f/kd
x.kukRed :i ls egaxk gS] tks mPp&FkzwiqV okys
okrkoj.k esa bldh n{krk dks çHkkfor dj ldrk gSA

blds vfrfjä] DokaVe daI;wfVax dh c<+rh
laHkkouk,¡ RSA dh lqj{kk ds fy, xaHkhj [krjk çLrqr
djrh gSa] D;ksafd 'k‚j dk ,Yxksfjn~e ¼Shor's Algo-

rithm½ cM+s iw.kkaZdksa dk xq.ku[kaMu cgqin le; ¼Poly-

nomial Time½ esa dj ldrk gS [3]A ;s pqukSfr;k¡ bl
rF; dks js[kkafdr djrh gSa fd RSA dh çklafxdrk
vkSj çn'kZu dks cuk, j[kus ds fy, fujarj fØIVksxzkfQd
vuqdwyuksa vkSj oSdfYid fof/k;ksa dh [kkst vko';d
gSA
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RSA ,fUØI'ku@fMfØI'ku esa e‚Mîwyj xq.kk
dk egRo

RSA ,Yxksfjn~e e‚Mîwyj xq.kk ij vR;f/kd
fuHkZj djrk gS] tks ,fUØI'ku vkSj fMfØI'ku nksuksa
çfØ;kvksa ds fy, vko';d gSA

RSA ,fUØI'ku ewy :i ls e‚Mîwyj ?kkrkad
dk ,d :i gS] ftlesa lans'k M dks fuEu lehdj.k
}kjk xqIr lans'k C esa ifjofrZr fd;k tkrk gS%

eC m mod n ] tgk¡ e lkoZtfud ?kkrkad
¼Public Exponent½ gS vkSj n e‚Mîwyl gS ¼nks cM+h
vHkkT; la[;kvksa dk xq.kuQy½A blh çdkj] fMfØI'ku
ds nkSjku] xqIr lans'k C dks futh dqath ?kkrkad d dk
mi;ksx djds iqu% ewy lans'k M esa ifjofrZr fd;k
tkrk gS%

dm C mod n [1].

RSA dh n{krk eq[; :i ls e‚Mîwyj xq.kk dh
xfr ij fuHkZj djrh gS] fo'ks"kdj cM+s dqath vkdkjksa
ds fy,A e‚Mîwyj ?kkrkad çk;% vusd e‚Mîwyj xq.kkvksa
dks lfEefyr djrk gS] vkSj tSls&tSls e‚Mîwyl n
dk vkdkj c<+rk gS] ;s fØ;k,¡ x.kukRed :i ls
vR;f/kd dfBu gksrh tkrh gSaA QyLo:i] e‚Mîwyj
xq.kk dh x.kukRed n{krk esa lq/kkj RSA ds çeq[k
vuqdwyu {ks=ksa esa ls ,d gS] fo'ks"kdj mPp&lqj{kk
vuqç;ksxksa ¼tSls 2048 fcV ;k mlls vf/kd dqath
vkdkj½ esaA e‚Mîwyj xq.kk dks rst djus ds fy,
fofHkUu fof/k;k¡ çLrkfor dh xbZ gSa] tSls e‚UVxksesjh
xq.ku rduhd ¼Montgomery Multiplication Tech-

nique½] tks e‚Mîwyj fjMD'ku ls lacaf/kr x.kukRed
ykxr dks de djrh gS [4]A bu vuqdwyuksa ds
ckotwn] e‚Mîwyj xq.kk dk vR;f/kd x.kukRed Hkkj
vHkh Hkh ,d c‚Vyusd cuk gqvk gS] fo'ks"kdj mu
vuqç;ksxksa esa tgk¡ okLrfod le; ¼Real–Time½ ;k
mPp xfr okyh fØIVksxzkfQd fØ;kvksa dh vko';drk
gksrh gSA

ikjaifjd fof/k;ksa esa x.kukRed vf/kHkkj dh
pqukSfr;k¡

ikjaifjd RSA ,Yxksfjn~e ds lkeus lcls
cM+h ck/kk cM+s dqath vkdkjksa dh mPp x.kukRed
ykxr gS] fo'ks"kdj e‚Mîwyj ?kkrkad dh fLFkfr esaA
,Yxksfjn~e dk cM+s iw.kkaZdksa dk xq.ku rFkk e‚Mîwyj
fjMD'ku ij vR;f/kd fuHkZj gksuk] tSls&tSls dqath
vkdkj c<+rk gS] mruk gh v{ke gks tkrk gSA bldk
ifj.kke vR;f/kd çkslsflax le; vkSj Le`fr mi;ksx
ds :i esa lkeus vkrk gS] tks lalk/ku&lhfer
okrkoj.k&tSls ,EcsMsM flLVe ;k lhfer x.kukRed
'kfä okys midj.kksa&ds fy, vR;f/kd dfBukbZ
mRiUu djrk gS [2]A

bu pqukSfr;ksa dks vkaf'kd :i ls de djus ds
fy, fofHkUu vuqdwyu rduhdsa fodflr dh xbZ gSa]
tSls Exponentiation by Squaring vkSj phuh 'ks"kQy
çes; ¼Chinese Remainder Theorem, CRT½] tks
vko';d xq.kuksa dh la[;k de djds e‚Mîwyj ?kkrkad
dh xfr esa lq/kkj dj ldrh gSa [5]A fQj Hkh] ;s
lq/kkj ewy :i ls e‚Mîwyj lafØ;kvksa dh tfVyrk
}kjk lhfer jgrs gSaA mPp Lrj dh lqj{kk dh c<+rh
ekax&tSls geyksa ds fo#) vf/kd çfrjks/kd {kerk
gsrq cM+s dqath vkdkj&bl leL;k dks vkSj xaHkhj cuk
nsrh gS] vkSj bl c<+rs x.kukRed cks> dks l¡Hkkyus ds
fy, vkSj vf/kd dq'ky fof/k;ksa dh vko';drk mRiUu
gksrh gSA

blds vfrfjä] tSls&tSls RSA dh x.kukRed
vko';drk,¡ c<+rh gSa] oSls&oSls mldh ÅtkZ [kir
vkSj foyac Hkh c<+rh gS] fo'ks"kdj okLrfod le;
¼Real–Time½ lapkj ifj–';ksa esaA gky ds o"kksaZ esa bu
leL;kvksa dks de djus ds fy, gkMZos;j Rojd vkSj
lekukarj çlaLdj.k –f"Vdks.kksa dk vUos"k.k fd;k
x;k gS] fdarq ;s lek/kku viuh tfVyrkvksa ds lkFk
vkrs gSa&tSls gkMZos;j ykxr esa òf) vkSj cM+s e‚Mîwyj
lafØ;kvksa dks lekukarj djus dh tfVyrk [6]A
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oSfnd xf.kr

oSfnd xf.kr] tks Hkkjr dh ,d çkphu xf.krh;
rduhdh ç.kkyh gS] ,sls fl)karksa ij vk/kkfjr gS tks
tfVy vadxf.krh; fØ;kvks a ds fy, dq'ky
leL;k&lek/kku fof/k;k¡ çnku djrh gSaA çfØ;k dks
NksVs vkSj ljy ?kVdks a es a foHkkftr djds]
Å/oZ&fr;ZDH;ke~ uked xq.ku lw= xq.kk ds fy, ,d
çHkkoh fof/k çLrqr djrk gS [7]A ;g lw= vko';d
x.kukRed fØ;kvksa dh la[;k dks de djrk gS]
ftlls fo'ks"kdj cM+s vadksa ds lkFk dk;Z djrs le;]
xq.kk vf/kd rhoz xfr ls fd;k tk ldrk gSA bl
fof/k us x.kukRed vuqdwyu esa egRoiw.kZ ykHk fl)
fd, gSa] fo'ks"k :i ls fMftVy flXuy çkslsflax vkSj
gkMZos;j fMtkbu tSls {ks=ksa esa [8]A

x.kukRed vuqdwyu ds lanHkZ esa] oSfnd
fof/k;k¡&tSls Å/oZ&fr;ZDH;ke~ dk mi;ksx rst iw.kkaZd
xq.ku vkSj e‚Mîwyj vadxf.kr ds fy, fd;k x;k gS]
tks RSA tSls fØIVksxzkfQd ,Yxksfjn~eksa ds fy,
dsaæh; egRo j[krs gSaA ;s fof/k;k¡ vko';d fØ;kvksa
dh la[;k dks de djus vkSj x.kukRed n{krk esa
lq/kkj djus dk ,d ek/;e çnku djrh gSa] fo'ks"kdj
mu ifjfLFkfr;ksa esa tgk¡ cM+s vadksa ds mPp&FkzwiqV
çlaLdj.k dh vko';drk gksrh gS [9]A

gkyk¡fd] oSfnd rduhdksa dk ç;ksx eSfVªDl
xq.ku vkSj flXuy çkslsflax tSls fof'k"V {ks=ksa esa
O;kid :i ls fd;k x;k gS] ijarq fØIVksxzkfQd
vuqdwyu esa mudk mi;ksx vHkh rd cM+s iSekus ij
vUosf"kr ugha fd;k x;k gSA

dk;Zç.kkyh

RSA ,Yxksfjn~e dk laf{kIr voyksdu

RSA ,Yxksfjn~e ,d yksdfç; fo"ked
fØIVksxzkfQd fof/k gS] tks nks dqaft;ksa dk mi;ksx
djrk gS% futh dqath & fMfØI'ku ds fy, lkoZtfud
dqath & ,fUØI'ku ds fy, bldh çfØ;k eq[;r% rhu
çeq[k pj.kksa esa foHkkftr gksrh gS%

1. dqath fuekZ.k

2. ,fUØI'ku

3. fMfØI'ku

dqath fuekZ.k

1. lcls igys nks cM+s vHkkT; la[;k,¡ p vkSj
q dk p;u djsaA

2. mudk xq.kuQy Kkr djsa%

n p q 

;g eku n lkoZtfud vkSj futh nksuksa dqaft;ksa
dk e‚Mîwyl gksxkA ,fUØI'ku dh 'kfä
eq[;r% n ds ifjek.k ¼Magnitude½ ij fuHkZj
djrh gSA

3. v‚;yj dk Vks'ksaV Qyu ¼Euler's Totient

Function½ dh x.kuk djsa%

(n) (p 1)(q 1)   

4. ,d ,fUØI'ku ?kkrkad e pqus a] rkfd%

1 e (n)   ] vkSj e rFkk (n)  ijLij vHkkT;

¼Coprime½ gksaA

5. fMfØI'ku ?kkrkad d dh x.kuk djsa] tks e dk

e‚Mîwyj O;qRØe gS (n)  ds e‚Mîwyks esaA

nwljs 'kCnksa esa%

e d 1mod (n)  

6. bl çdkj] lkoZtfud dqath public key¼e,

n½] futh dqath ¼d, n½-

,fUØI'ku%

tc nksuksa dqaft;k¡ ¼lkoZtfud vkSj futh½ mRiUu
gks tkrh gSa] rks RSA ,fUØI'ku dh çfØ;k bl çdkj
gksrh gS%

1. lans'k fu:i.k % lk/kkj.k ikB lans'k M dks
igys ,d iw.kkaZd m ds :i esa çLrqr fd;k
tkrk gS] tgk¡% o m n 
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2. ,fUØI'ku% lkoZtfud dqath ¼e, n½ dk
mi;ksx djds lkadsfrd ikB ¼Ciphertext½
C dh x.kuk bl lw= }kjk dh tkrh gS%

eC m mod n

çkIr fd;k x;k lkadsfrd ikB C vc lqjf{kr
:i ls lapkfjr ¼Transmit½ fd;k tk ldrk gSA

fMfØI'ku %

futh dqath ¼d, n½ dk mi;ksx djds ewy lans'k
dks iqu% çkIr fd;k tkrk gSA

1. çkIrdrkZ vius futh dqath d dk mi;ksx
djds lkadsfrd ikB C ls ewy lans'k m dh
x.kuk bl lw= }kjk djrk gS%

dm C mod n

2. fMfØIV fd;k x;k lans'k m iqu% vius ewy
lk/kkj.k ikB :i esa ifjofrZr fd;k tkrk
gSA

cM+s fefJr la[;kvksa dh x.kuk dh pqukSrh RSA

,Yxksfjn~e dh lqj{kk dk vk/kkj gSA ¼n, e½ fn, tkus
ij d dh x.kuk djuk vlaHko gS tc rd fd n dks
mlds vHkkT; xq.kdksa p vkSj q esa foHkkftr u fd;k
tk,A

cM+s dqath vkdkjksa ds fy, ;g xq.ku[kaMu ?kkrh;
le; ysrk gSA

vkj,l, ds lkFk Å/oZ&fr;ZDH;ke~ dk ,dhdj.k

oSfnd xf.kr dh ,d çeq[k rduhd
Å/oZ&fr;ZDH;ke~ lw= nks la[;kvksa ds dq'ky xq.ku
gsrq ç;qä gksrh gS] ftlesa Ø‚lokbt ¼vkM+k&frjNk½
xq.ku ykxw fd;k tkrk gSA bl fof/k esa vkaf'kd
xq.kuQyksa dh x.kuk lekukarj :i ls dh tkrh gS
vkSj rRi'pkr mUgsa tksM+dj vafre xq.kuQy çkIr
fd;k tkrk gSA

xq.ku dh vko';d pj.kksa dh la[;k dks ?kVkdj]
;g fof/k mu fØIVksxzkfQd ,Yxksfjn~El esa lapkyu
dh xfr c<+k ldrh gS ftuesa cM+s la[;kvksa dk xq.ku
vko';d gksrk gS] tSls fd RSA ,Yxksfjn~eA

Å/oZ&fr;ZDH;ke~ lw= dh O;k[;k%

Å/oZ&fr;ZDH;ke~ lw= dk ewy fl)kar fuEufyf[kr
pj.kksa ij vk/kkfjr gS%

1. vkM+k&frjNk xq.ku % nks la[;kvks a

1 2 na a ,a ,...,a  vkSj 1 2 nb b ,b ,...,b ] ds

fy,] xq.ku bl çdkj fd;k tkrk gS fd
nksuksa la[;kvksa ds vadksa dks tksM+k tkrk gS
vkSj mudk xq.ku fd;k tkrk gSA

2. dSjhvksoj çca/ku % tSls&tSls vkaf'kd
xq.kuQy ¼Partial Products½ dh x.kuk
gksrh gS] dksbZ Hkh vf/k'ks"k ¼Overflow½ vxys
mPp LFkku eku ¼Higher Place Value½ esa
tksM+k tkrk gSA

3. vafre ifj.kke dk fuekZ.k % vkaf'kd
xq.kuQy dh x.kuk dj mls tksM+us ds ckn]
ifj.kke dks iyVdj vafre xq.kuQy çkIr
fd;k tkrk gSA

bl fof/k dks vedic_multiply(a, b) Q+aD'ku esa
ykxw fd;k x;k gS] ftlesa%

 buiqV la[;kvksa a vkSj b dks igys iyVk
tkrk gSA

 vkM+k&frjNk xq.ku ykxw fd;k tkrk gS vkSj
dSjhvksoj dks laHkkyk tkrk gSA

 vafre xq.kuQy çkIr djus ds fy, ifj.kke
dks iqu% iyVk tkrk gSA
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,Yxksfjn~e 1 & Å/oZ&fr;ZDH;ke~ ¼UT½ cM+h la[;k xq.ku

Algorithm     A 0..n 1 ,B 0..m 1 ,BASIS 

let P[0..n m 1] 0  

carry 0

//ifj.kke esa vf/kdre n m  vad gks ldrs gSa( bls dkWye & nj & dkWye x.kuk djsa

for k from 0 to n m 2   do

S carry

//dkWye k ds fy, vkM+k & frjNk lap;u

i_min max(0,k (m 1))  

i_max min(k,n 1) 

imin ls imax rd djsa%

j k i 

S S A[i]* B[j] 

var

P[k] Smod BASIS

carry [S/ BASIS]

end for

P[n m 1] carry  

return Normalize (P)/vfxze 'kwU; (Leading Zeros) gVk,¡

dk;kZUo;u uksV~l%

 ;fn vki BASIS = 2^w ¼e.g., w¾32 ;k 64½ pqurs gSa] rks ;g e'khu oMZ vadxf.kr ds lkFk esy [kkrk
gS vkSj fdlh Hkh vk/kkj ls foHkktu dh egaxh x.kukvksa ls cpkrk gSA

 dsoy n'keyo çLrqfr ds fy, B¾10( [ksa( mPp çn'kZu dksM ds fy, oMZ&Lrjh; vk/kkj  B¾2^w

dk mi;ksx djuk csgrj gSA

,Yxksfjn~e 2  & UT-Multiply Mod M ¼e‚Mîwyj vadxf.kr ds fy,½

Algorithm UT-Multiply-Mod (A, B, M, BASIS)

// vko';drkuqlkj rst fjMD'ku ds fy, M' dks iwoZ&x.kuk fd;k tk ldrk gSA

P 0  // cM+h la[;k lafprdrkZ

carry 0
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k 0  ls len(A) len(B) 2   rd djsa%

S carry

i _min max(0,k (len(B) 1))  

i_max min(k,len(A) 1) 

for i from i_min  to i_max  do

j k i 

S S A[i]* B[j] 

var

// k vad fudkysa vkSj dSjh viMsV djsa

digit _ k Smod BASIS

carry [S/ BASIS]

// digit_k dks cM+s vad P esa fLFkfr k ij lfEefyr djsa

P P digit_k*(BAS k)IS^ 

if (k mod r 0)  then

// mnkgj.k ds fy,] r= oMZ vkdkj ;k NksVk fLFkjkad

P P mod M

var ;fn

var

^ (leP P c n(arry A) + l*(BA en(S )I )S B) -1 

return P mod M

RSA esa la'kks/ku%

ijaijkxr RSA esa dqath fuekZ.k çfØ;k nks vHkkT; la[;kvksa p vkSj q ds xq.ku ij vk/kkfjr gksrh gS] rkfd
N p q   vkSj v‚;yj dk VksfV,aV Qyu (N) (p 1)(q 1)    - dh x.kuk dh tk ldsA Å/oZ&fr;ZDH;ke~

fof/k ds ek/;e ls oSfnd xq.ku dks lfEefyr djds] bu xq.kuksa dk x.kukRed Hkkj de fd;k tkrk gS] fo'ks"k
:i ls cM+h la[;kvksa ds fy,A la'kksf/kr RSA dqath fuekZ.k pj.k bl çdkj gSa%

1. vHkkT; la[;k fuekZ.k% p vkSj q mRiUu djus ds fy, ekud fof/k;ksa dk mi;ksx fd;k tkrk gSA

2. oSfnd xq.ku% N p q   vkSj ((p 1) (q 1))    dh x.kuk vedic_multiply(a, b) Q+aD'ku dk

mi;ksx djds dh tkrh gSA ;g fof/k fo'ks"k :i ls cM+h p vkSj q ds fy, çfØ;k dks vf/kd dq'ky
cukrh gSA
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3. e‚Mîwyj vadxf.kr% RSA ,Yxksfjn~e dk 'ks"k Hkkx vifjofrZr jgrk gSA lkoZtfud ?kkrkad e bl
çdkj pquk tkrk gS fd gcd(e, (N)) 1  ] gksA futh ?kkrkad d e dk (N)  ds e‚Mîwyks esa O;qRØe

gksrk gSA

ijaijkxr xq.ku dks Å/oZ&fr;ZDH;ke~ vk/kkfjr xq.ku ls cnydj] RSA ,Yxksfjn~e dh n{krk fo'ks"k :i
ls cM+h dqath vkdkjksa ds fy, c<+ tkrh gSA ;g fof/k x.kukRed Hkkj dks dkQh de djrh gS] ftlls ,fUØI'ku
vkSj fMfØI'ku çfØ;k,¡ rst gksrh gSaA ;g vk/kqfud fØIVksxzkfQd vuqç;ksxksa esa vR;ar egRoiw.kZ gS] tgk¡ cM+s
MsVk o‚Y;we dks laHkkyuk vko';d gksrk gSA

,Yxksfjn~e 3 & UT xq.ku ds lkFk RSA dqath fuekZ.k

AlgorithmRSA KeyGen UT(k,BASIS) 

repeat

p Generate ProbablePrime(k / 2)

q Generate ProbablePrime(k/ 2),q p 

until p and q pass strong probable – prime tests

// N p*q via UT

N UT Multiply(p,q,BASIS) 

// phi (p 1) *(q 1) via UT  

p1 p 1 

q1 q 1 

phi UT Multiply(p1,q1,BASIS) 

//choose e

e 65537

if gcd(e,phi) 1  then

e FindSmallPublic Exponent CoprimeTo(phi)

end if

// ^{ 1}mo hd ie d p 

d Mod Inverse(e,phi)

return ((e, N),(d, N))
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,Yxksfjn~e 4 & RSA ,fUØI'ku (Square-an-MUltiply UT ds lkFk½

Algorithm RSA-Encrypt-UT(M,e, N,BASIS)

C 1

base M mod N

exp e

whileexp 0do

if (exp&1) 1then

C UT Multiply Mod(C,base,N,BASIS)  

end if

base UT Multiply 

    Mod(base,base, N,BASIS)

exp exp 1 

end while

return C

,Yxksfjn~e 5 & RSA fMfØI'ku ¼CRT oSdfYid½ UT ds lkFk

Algorithm RSA Decrypt UT(C,d, N,BASIS) 

M 1

base Cmod N

exp d

whileexp 0do

if (exp&1) 1then

M UT Multiply Mod(M,base, N,BASIS)  

end if

base UT Multiply 

           Mod(base,base, N,BASIS)

exp exp 1 

end while

return M
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rqyuk ds fy, esfVªDl

bl [kaM esa] ge mu iSjkehVlZ vkSj esfVªDl dks
ifjHkkf"kr djrs gSa tks ikjaifjd RSA vkSj oSfnd
RSA ,Yxksfjn~e nksuksa ds çn'kZu dk ewY;kadu djus
ds fy, mi;ksx fd, tkrs gSaA rqyuk ds fy,
fuEufyf[kr eq[; esfVªDl dk mi;ksx fd;k x;k gS%

1-  dqath fuekZ.k le; % ;g ekirk gS fd
lkoZtfud vkSj futh dqath cukus esa fdruk
le; yxrk gSA RSA&vk/kkfjr ,fUØI'ku
;kstukvksa esa ;g ,d egRoiw.kZ pj.k gSA
jh;y&Vkbe çn'kZu okyh ç.kkfy;ksa ds fy,
rst dqath fuekZ.k le; okaNuh; gSA bls
lsdaM esa ekik tkrk gS] vkSj de le;
vf/kd dq'ky dqath fuekZ.k dks n'kkZrk gSA

2- ,fUØI'ku le; % ;g esfVªd ml le; dks
dSIpj djrk gS tks MsVk dks lkoZtfud
dqath dk mi;ksx djds ,fUØIV djus esa
yxrk gSA pwafd ,fUØI'ku x.kukRed :i
ls Hkkjh gks ldrk gS] blfy, rst ,fUØI'ku
le; csgrj flLVe çn'kZu çnku djrk gS]
fo'ks"k :i ls cM+s MsVk lsV okys vuqç;ksxksa

ds fy,A

3- fMfØI'ku le; % ;g og le; gS tks MsVk
dks futh dqath dk mi;ksx djds fMfØIV
djus esa yxrk gSA ,fUØI'ku dh rjg]
fMfØI'ku Hkh ;g lqfuf'pr djus ds fy,
egRoiw.kZ gS fd laosnu'khy MsVk lqjf{kr
vkSj dq'kyrkiwoZd igq¡pk tk ldsA de
fMfØI'ku le; flLVe dh çfrfØ;k {kerk
dks csgrj cukrk gSA

4- fMfØI'ku lQyrk % ;g ljy :i ls ;g
bafxr djrk gS fd fMfØIV fd;k x;k MsVk
ewy IysuVsDLV ls esy [kkrk gS ;k ughaA
nksuksa RSA ,Yxksfjn~e ls mEehn dh tkrh
gS fd os lgh vkSj oS/k vkmViqV çnku djsaA

RSA dk ewY;kadu fofHkUu dqath vkdkjksa ¼1024]
2048] 4096] vkSj 8192 fcV~l½ ds lkFk fd;k x;kA
;g rqyuk ;g n'kkZus esa enn djrh gS fd çR;sd
,Yxksfjn~e fofHkUu ,fUØI'ku tfVyrkvksa ds rgr
dSlk çn'kZu djrk gSA bu iSjkehVlZ esa dqath fuekZ.k]
,fUØI'ku vkSj fMfØI'ku le; 'kkfey gSa] ftUgsa çR;sd
ekeys esa x.kuk djds ikjaifjd vkSj oSfnd RSA

fof/k;ksa dh x.kukRed n{krk dk vkdyu fd;k tkrk gSA

vxys [kaM esa] ge bu esfVªDl ds fy, çkIr ifj.kkeksa dk fo'ys"k.k djsaxsA

ifj.kke fo'ys"k.k

bl v/;;u esa] geus ikjaifjd RSA vkSj oSfnd RSA dh çHkko'khyrk dk ewY;kadu fd;k] ftlesa çeq[k
esfVªDl tSls dqath fuekZ.k] ,fUØI'ku vkSj fMfØI'ku ds fu"iknu le; dk mi;ksx fd;k x;kA

ifj.kke uhps nh xbZ rkfydk esa çLrqr fd, x, gSa] tks fofHkUu dqath vkdkjksa ¼1024] 2048] 4096 vkSj
8192 fcV~l½ ds lkFk dk;Z djrs le; bu nksuksa fof/k;ksa ds chp varj dks mtkxj djrs gSaA

rkfydk 1

dqath fuekZ.k çn'kZu

dqath vkdkj ikjaifjd RSA le; (s) oSfnd RSA le; (s) le; varj@lq/kkj (%) 
1024 0.0410 0.0589 43.44% 
2048 0.3845 0.5366 39.53% 
4096 7.9894 4.2354 -47.00% 
8192 73.4741 32.0741 -56.35% 
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fp=- 1-  dqath fuekZ.k çn'kZu dk xzkfQdy çfrfuf/kRo

dqath fuekZ.k%

 rkfydk 1 esa] 1024&fcV dqath ds fy,]
oSfnd RSA us ikjaifjd RSA dh rqyuk esa
43-44% vf/kd le; fy;k] tcfd
2048&fcV dqath ds fy, le; dk varj
39-53% FkkA

 gkykafd] cM+s dqath vkdkjksa ¼4096 vkSj 8192
fcV~l½ ds fy,] oSfnd RSA us dqath fuekZ.k
le; esa lq/kkj fn[kk;kA 4096&fcV dqath
ds fy, ;g 47% rst çn'kZu çnku djrk

rkfydk 2

,fUØI'ku çn'kZu

ikjaifjd RSA le; (s) ¼ikjaifjd RSA le;½ (s) le; varj (%) 
0.0030 0.0034 13.33% 
0.0270 0.0235 -12.96% 
0.1439 0.1200 -13.63% 
0.9994 0.8295 -17.00% 

,fUØI'ku çn'kZu

gS] vkSj 8192&fcV dqath ds fy, 56-35%

lq/kkj fn[kk;kA NksVs la[;kvksa ¼1024 vkSj
2048&fcV v‚ijsUM~l½ ds fy,] lsVvi
vksojgsM ¼tSls foHkktu] iqujkorhZ d‚y]
iqu% la;kstu] vfrfjä tksM+½ QkbZ xq.kk esa
cpk, x, le; ls vf/kd gksrk gSA ;g
n'kkZrk gS fd oSfnd RSA cM+s dqath vkdkjksa
ds fy, vf/kd mi;qä gS] laHkor% bldh
xq.ku rduhd dh mPp x.kukRed Hkkj ij
n{krk ds dkj.kA
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,fUØI'ku%

 tSlk fd rkfydk 2 esa fn[kk;k x;k gS]
1024&fcV dqath ds fy,] oSfnd RSA

ikjaifjd RSA dh rqyuk esa 13-33% /khek
FkkA ;g NksVs dqath vkdkjksa ds fy, oSfnd
xq.ku fof/k dh tfVyrk dks n'kkZrk gSA-

 2048&fcV dqath ij] oSfnd RSA us
ikjaifjd RSA dh rqyuk esa 12-96% rst
,fUØI'ku le; çnf'kZr fd;k] tks e/;e
vkdkj dh dqath ds fy, ,d Li"V ykHk dks
n'kkZrk gSA

rkfydk 3

fMfØI'ku çn'kZu

ikjaifjd RSA le; (s) oSfnd RSA le; (s) le; varj (%) 
0.0042 0.0041 -2.44% 
0.0200 0.0155 -22.50% 
0.1581 0.1205 -23.74% 
1.1670 0.8873 -23.97% 

 

fMfØI'ku%

tSlk fd rkfydk 3 esa fn[kk;k x;k gS]
fMfØI'ku çn'kZu ds ekeys esa] oSfnd RSA yxkrkj
ikjaifjd RSA ls csgrj çn'kZu djrk gS] vkSj lHkh
ijh{k.k fd, x, dqath vkdkjksa esa lq/kkj fn[kkrk gSA
1024&fcV dqath ij] oSfnd RSA 2-44% rst gSA
tSls&tSls dqath dk vkdkj c<+rk gS] fMfØI'ku
le; esa cpr vkSj Hkh vf/kd egRoiw.kZ gks tkrh gSA
2048&fcV dqath ds fy, lq/kkj% 22-50%] 4096&fcV
dqath ds fy, lq/kkj% 23-74%] 8192&fcV dqath ds
fy, lq/kkj% 23-97%

;s ifj.kke oSfnd RSA –f"Vdks.k dh {kerk dks
n'kkZrs gSa fd ;g fMfØI'ku çfØ;kvksa dks rst dj
ldrk gS] laHkor% e‚Mîwyj ?kkrkad pj.k esa cM+s la[;kvksa

dks dq'kyrkiwoZd laHkkyus dh otg lsA fo'ks"k :i ls
cM+s dqath vkdkjksa ds fy, ;g fMfØI'ku le; esa deh
egRoiw.kZ gS] tgk¡ ikjaifjd RSA vkerkSj ij c<+rh
x.kukRed tfVyrk ls çHkkfor gksrk gSA

;s fu"d"kZ ladsr nsrs gSa fd tcfd oSfnd RSA

ges'kk NksVs dqath vkdkjksa ij ikjaifjd RSA ls
csgrj ugha gks ldrk&fo'ks"kdj dqath fuekZ.k vkSj
,fUØI'ku ds fy,&fQj Hkh ;g fMfØI'ku vkSj
LdsysfcfyVh esa egRoiw.kZ ykHk çnku djrk gSA

blls oSfnd RSA mu vuqç;ksxksa ds fy,
vf/kd çHkkoh fodYi cu ldrk gS] tgk¡ fMfØI'ku
dh xfr egRoiw.kZ gS vkSj dqath vkdkj cM+s gSa] tSls
fd lqjf{kr lapkj ç.kkfy;k¡ vkSj Cy‚dpsu i;kZoj.kA
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fu"d"kZ vkSj Hkfo"; dk nk;jk

v/;;u ds fu"d"kZ fn[kkrs gSa fd ikjaifjd
RSA rduhd dh rqyuk esa] oSfnd vk/kkfjr RSA

x.kukRed n{krk vkSj le; tfVyrk esa egRoiw.kZ
ykHk çnku djrk gSA

eq[; fcanq%

1- oSfnd xq.ku rduhd dk mi;ksx djds]
fo'ks"k :i ls cM+s vHkkT; la[;kvksa ds fy,]
rst x.kuk laHko gksrh gSA

2- blls e‚Mîwyj ?kkrkad vkSj xq.ku ls tqM+k
lkekU; vksojgsM de gks tkrk gSA

3- lkFk gh] bl fof/k ls fØIVksxzkfQd lapkyu
dh lVhdrk vkSj 'kq)rk cuh jgrh gS] ftlls
la'kksf/kr ,Yxksfjn~e lqjf{kr jgrk gSA

Hkfo"; dk nk;jk

gkykafd orZeku 'kks/k oSfnd vk/kkfjr RSA dh
O;ogk;Zrk dks n'kkZrk gS] dqN {ks=ksa esa vkSj vuqla/kku
vko';d gS%

1- cM+s dqath vkdkjksa ds fy, vuqdwyu%

tSls&tSls RSA dqath dk vkdkj c<+rk gS]
x.kukRed ekax Hkh c<+rh gSA Hkfo"; esa
oSfnd RSA dks cM+s dqath vkdkjksa ds fy,
vkSj vf/kd dq'ky vkSj Ldsyscy cukus ij

dke fd;k tk ldrk gS blesa mUur xq.ku
,Yxksfjn~e dk ,dhdj.k fd;k tk ldrk
gS] rkfd le; tfVyrk vkSj x.kukRed
n{krk ds chp larqyu cuk jgsA

2- oSfnd fof/k;ks a ds fy, lekukarj
çlaLdj.k ds volj%

m/kZ~o&fr;ZdH;ka lw= dh varfuZfgr lajpuk
lekukarj çlaLdj.k dh laHkkouk lq>krh
gSA lekukarj rduhdksa dh tkap djus ls
RSA lapkyu vkSj Hkh rst gks ldrs gSa]
ftlls ;g cM+s MsVk vkSj okLrfod le;
vuqç;ksxksa ds fy, vf/kd mi;qä curk gSA

3- lqj{kk çHkko vkSj okLrfod MsVk ij
vkxs dk ijh{k.k%

gkykafd oSfnd vk/kkfjr RSA ,Yxksfjn~e
vk'kktud gS] bldh etcwrh fofHkUu geys
ds rjhdksa ds f[kykQ lqfuf'pr djus ds
fy, O;kid lqj{kk fo'ys"k.k vko';d gSA
Hkfo"; ds v/;;u esa okLrfod nqfu;k ds
MsVklsV~l ij dBksj ijh{k.k 'kkfey gksuk
pkfg,] rkfd ,Yxksfjn~e dk çn'kZu vkSj
lqj{kk O;kogkfjd ifj–';ksa esa ewY;kafdr dh
tk ldsA

Alphabetically sorted 
terminology in English 

o.kZekyk vuqØfer fganh 'kCnkoyh 

Asymmetric Encryption vlefer xqIrhdj.k 
Basis vk/kkj 
Carry ogu 

Ciphertext xqIrys[k 
Chinese Remainder Theorem (CRT) phuh 'ks"kQy izes; 

Composite Numbers la;qDr la[;k,¡ 
Computational Efficiency x.kukRed n{krk 
Computational Overhead x.kukRed vf/kHkkj 

Computational Power x.kukRed 'kfDr 
Coprime ijLij vHkkT; 

Cryptography fØIVksxzkQh 
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Decryption xksI; m)kVu 
Digital Signatures fMftVy gLrk{kj 

Encryption xqIrhdj.k 
Euler's Totient Function vkbyj VksfV,aV Qyu 

Exponentiation by Squaring oxZ.k }kjk ?kkrkadu 
Exponential Time ?kkrh; le; 

Factorization xq.ku[kaMu 
Fast Integer Multiplication rhoz iw.kk±d xq.ku 
Generate Probable Prime laHkkO; vHkkT; mRiUu djuk 

GCD (Greatest Common Divisor) egÙke lekiorZd 
Hardware Acceleration gkMZos;j Roj.k 

Key Exchange dqath vknku&iznku 
Key Generation dqath mRifÙk 

Latency foyac 
Leading Zeros vxzx 'kwU; 

Message Representation lans'k fu:i.k 
Modular Arithmetic izfr:id vadxf.kr 

Modular Exponentiation izfr:id ?kkrkadu 
Modular Inverse izfr:id O;qRØe 

Modular Multiplication izfr:id xq.ku 
Modulus vo'ks"kd 

Montgomery Multiplication ekWUVxksesjh xq.ku 
Overflow vfrizokg 

Parallel Processing lekarj izlaLdj.k 
Partial Products vkaf'kd xq.kuQy 

Plaintext ewyys[k 
Polynomial Time cgqin le; 

Prime Factorization vHkkT; xq.ku[kaMu 
Private Key futh dqath 

Public Key Cryptosystem lkoZtfud dqath dwVys[ku iz.kkyh 
Public Key lkoZtfud dqath 

Public Exponent lkoZtfud ?kkrkad 
Real-Time okLrfod le; 
Scalability foLrkfjrk 

Shor's Algorithm 'kksj dk ,Yxksfjn~e 
Square-and-Multiply oxZ.k&xq.ku 

Urdhva Tiryakbhyam Sutra Å/oZ&fr;ZXH;ke lw= 
Vedic Mathematics oSfnd xf.kr 
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