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Abstract:

Today, various famous social networking services like Orkut, Twitter, Facebook, and
many others, openly and freely allow users to exchange messages among themselves. In this
paper, we talk of Twitter, which restricts the messages to a character limit. It has an open
nature and a huge user base, and spammers utilize this characteristic. Cybercrimes are quite
commonplace. A few commonly known ones are, spreading rumors, cyberbullying, trolling,
and stalking. The approaches proposed in this work try to characterize users for the detection
of such unwanted things. While traditional approaches try to do this based on the content of
the messages, the approaches discussed here work based on the interactions of users with their
followers along with the content. This is extremely useful, as a user who is spamming can
easily control one’s own activities, but controlling the activities of ones’ network (followers)
is not possible. Three classifiers are used for learning and characteristic identification. They
are Decision Tree, Bayesian network, and Random Forest. Dataset from both genuine real
users and spammers was used for testing. Study indicates that Interactive characteristics and
community-based characteristics prove good in identifying spam users. They perform better

than Metadata based decisions.
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1. fauzr a3 Introduction

feaexr @R o e Mfear wiewH,
39 IUARTEHAIR &I T & fory arafad
T (Real Time) ® faff=1 fawai oik wferi
P AFGRI SUAE IR B | U wITHH
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P T B H e 9910 2 | S99 JHENR,
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Tl BIA ©, O IMOIA, He@yol wedy,
A g aRRAT 3R 33T aRE o= fawy
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% fog a0 U o1, oifhd 9 gl € iR S
faee SFR €| e Ut Ha¥l A1El S
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2. &I AdeTT : Literature Review
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# SUANTHARIT BT ATARYT BRI & | o9 8
Al menRa faeryamstt @ St @xd €,
T Tl # IMAR W &5 gfeadde cdic gy
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2 | Eclifh, IRAdd ITANTDhdl IR—dIR cdIe
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3.1 faf¥r siesrerie : Methodology and Dataset

B WANTAS [dveiyol 3R Jedidbd &
fon, arafas SuANTEaRt iR WEA gFl
@ feger YeMic & SUANT R Faf ad ¥ |
Ud SYARTHA] b MBS SR & ATel

AT B IS AR 3R IHDT ITART AT,
3R e &1 fIaror W Iuerer BT ¥ EW

AR dTel IUANTHATSI BT SICAT DR
B BT | Uil & folg arferer 1 <

Symbel Description

7] Follower set of user u (set of users that follow u)

o Following set of user u (set of users that are followed by )
Niu) Total number of tweets tweeted by user u

(T A follower, named v, of user u

ued Following set of the follower v of user u

TTfeTdT 1: Ui faa=oT

B9 AU Tl Bl e forRaa g

O UR STRTRT BNl

3.2 WCTSTI-3MTRA &Javell Metadata Based
Techniques

3.3 AMI—3mTRa  favwary Content-Based
Characteristics

34 URWR® freaR—fowel emnRa  wom:

Interaction-Based Characteristics

35 WS SmeRa  faewad  Community-

Based Characteristics

3.2 HCST-3MenRa &awen Metadata
Based Techniques:

TS Tdre favydret &1 qoiF &= arell
@RI BT UiE HRar g, 3R a1 drd
WIS H SYART 8 Fhdl © | 37 IR faeryaren
BT Ugd b 1T SUANT fbar Simar 2 |

3.2.1 {icdie &1 3gurd Retweet Ratio (RR)

AT W A=l &I TRE cdie T8l
PR | dfc W WU Y §IRI B cdie

P AcdIe FRA B, AT SCOF H TdIe
BT ITANT A 8, A7 R Fvred aiat
BT SUANT RB <die 991 B | 3 B
Jedid- RR & 1 f&ar S e 7, S
6 & SwarTEdl g1 g U dedie &1
@l T UR YU © | I8 IReA(deb Al
% forg 8 BIFT =12y Safd I8 W &
qHel H§ ST BT | ORI wU 9,

RR(u) = {RT(u)} / {NQ)}, (Eq 3.2.1)

S&f RT(u) SS9 SUHHT & Gl cdie
3R N(u) SS9 SUHRHT & Gl AT B |

322 WHIfeld <¢dlc 3gurd Automated
Tweet Ratio (AR)

®B AT W OSNs g™ e fahy
Y API &I IUART &xd 2| feaer # g
TSI~ TS ®, 3R SHHT SYANT P
WA gRT far Sar €1 erdofigd &iR
JA—ve Uftesed 9 I <died &l
ETfold <die dal SIar & | fher fay Ty
SUIRTHAT & AR, 9 & TUIes ¥ <die
3R Gl TIICH BT AU B |

AR() = {AQ)} / {N(u)}, (Eq3.2.2)

STl A(u) TUIRITE BT SYANT < 8Y CdIcH
P GIT g | dRdfdd IR b folv AR
HY BIFT TR, Sdfh WH & folu 31 |

323 TAIC TI3A Ss SfAauged Tweet
Time Standard Deviation (TSD)

e WAER AU A B T
fFegiRa & & fou Yeu o SRer
BT SUAN PR & | dfc <rgd Ylaede
HRM & IR 99 # e fAfde fig
W Wfhd B W €| glellf d TRed
fl B frEl &1 e axa 21 9 edie
I ARl B $ER dedr & | TR
w W:
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Niju)
> (8 —1)?
TSD(u) = =2

i) (Eq3.2.3)

STl ti idi <dle 9Ay 8, ¢dicd @& 9™
3T A 8, 3R N (u) SYHIH u
gRT fhU 17 gol Tdie € | w@anfad W
¥ o8 UAST BN Wdfdh ardfdd o
H U erfda |

324 Tile 9 IR AEEH  fdTed

Tweet Time Interval Standard Deviation
(TISD)

TISD oFfmaR wfafafEdr # Ged @t

SYIRT axaT 2 | dfcd g1 fhy Ty edie

H Frafa sfaTe BIar @ Sidfe Agsl |

SIfrafid fdvTet rar 2 | I w9,
(T - T)?

TISD(u) = ZL\W

(Eq 3.2.4)

Stet T1, T2, ..., Tn SFAR <dicd & 914
g warfed W @ fog uw Y oH
BRI |

3.3 ArAAM-3men3a fadward Content-Based

Characteristics

ESRIRIRCIER IS I G CS TG ISR b

Th Addd & wy H W Bl B A9
STANTHARIT &I gHF iR a|@r < & forg
ST fhar &7 Aahdr & 1 o T
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331 URL aurad URL Ratio (UR)

SR AR TR 0! o & faaR
IR IR dRe oA €, 3R FHER o
3R FEI= A= BRd &1 39 RE b
cdre # &~ a1 Fdfda g @ A
URL & |&d g, offd goem =18f 8|

RR &7 IHIHROT SRgU
UR(w) = {U(u)} / { NQ)}, (Eq 3.3.1)

S8l U(u) edie 3 IuaRT fby 1w URL
@ 7T A Pl W& 7, 3R N(u) I 8
RT U T gt edie & | WHd a1 URL
BT ST HRAT A D 8, b d ST ar
IEd 8, 98 B § e B Ab, difh d
AT SUANTRATS BT 3 Slferd geai
R g 9@ | $9d oIy, Spammers &I
URL T SUINT BT & BT & | §afory
SHB TSR edied # URL &1 &, iR
3gfelt UR 919 oIT¥T 1 81 ST 8 | 59
famd, arafad STARTHdrel & UR BIC
(0 ® H9) B 8, Fifd Srfrdier I7a 4
YT IR Bl &h R I8 8l & 3R
YAIRTA GRS T8l BRd | Ig W arcdfded
STINTHAT I WHR &I Idl o+ BT Uh
3R T B

332 3ifgclg URL 3gurd =<g=9 URL
Ratio (UUR)

URL &7 A SIYANT (09 39
H Weeryug B, offbd Us 8 URL &
IR—IR QBT SF A Geg & agdl
¢ Ol 8 | WA 9R—9R Ud & URL
BT IUINT HRPD STARTHARI Bl B
R YAMCRIT B4 P folT | SuIRTehdia
% cdie ¥ URL & faRmedr & forw
afgda URL o/gurd &1 SUWANT R

P! UgAE BT Sl 2 |
UUR(u) = {UU)} / {U(u)}, (Eq 3.3.2)

Stel UU (u) 3ifgan URL & 3R U(u)
cdicd # @ URL €1 98 ¥R & forg
TR 1 BT oifhe dR<d(ddh STARTHATSN
@ folu &H Hog BT, Iy WHR &1 Ul
SRTRIT ST AT |
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3.3.3 Scold 31qurd Mention Ratio (MR)

feaer g “@userid” &1 ITIANT RS
SRR B edew § et @1 S
T B SR T ) W ede §
SUIRTEH] Al BT Iooid BRD 59 JiaeT
BT SUANT B &, Td I8 Ha gl Aol dred
@ aR H S & oy foetes bt & forg
IHATT E |

MR(u) = {M(u)} /N(u), (Eq 3.3.3)
& M(u) Seer@l @ = g1 g
RMIeR AT araifde ATl & fog &9 3iR
W dic & fou e g suferd g |
334 Jifgdd Seol@ o/ Unique
Mention Ratio (UMR)

IRAfId STATHARN & aRAfdd A &
T s A BT Ahd & offdb qraard a4l
@ A1 T8l Bl © | T8 BRI & b By
W aRAfdd STARTHAT = 1 aRfardl
DI S RN BT 2| sHb AU, R
fsfl @ W IfufAawT | ST FRA B

ON ON

TR WU ¥, JUARNTR 3ruTd frferlRad
TR0 gR1 iR faar s &
UMR(u) = {UM(u)} / {M(u)}, (Eq 3.3.3)
SiEt UM(u) SUarTedt I gRT fd g
Jfgdia Ieerd &, 3R M(u) g gRT
TV ol Iooid & | aR<fdd Al & forg
UMR &4 g qifds 9 fafkre ARt & wrer
I B € | I8 WH B g I B
TUferd © |

3.4 TRARG far-faaet amenRa or:

Interaction-Based Characteristics:

OSNs ¥ SUdel SUINTHAT SeaEH el
g Sfyd ol o & forw o8 wRi W 9gd
IR STHRT UeT &Rl & | I8 YIEmErs! &bl
AT T, IUARTHAT ] ardfdd g &

Ugd, UTed FIgR Ieemor R IuARTHhdl
@ FAER P YAGHE I H EANI FGQ
FRAT B | Pl A STANTHAT G-I BT TSI
/ ffafSt &1 ured ST IR W BR Fhdl
2, AfhT ORI DI IHHT ATARY HRA & folg
AR &l B Fhal = | Ig BH AR AfA®
UgaE R U Bl Rbld / dhAd USH
HNAT 2| $HD bs TPR © ol A AHSU
T g |
3.4.1 IR Jurd Follower Ratio (FR)
Uh IWANTHAT & SRl &I [l
IR SWRTHARI & d° I9d  fasard
TR Bl AT BT 21 MTAT Hcdd
H Je AN S dR WR ARdfdd giern
H A U g D WG B (Afafar /
ATBNT STARTHART BT BISHN) | SAfT,
JRAfad ART & oI Bid—dd T AR
wU H 31AF BNl & | STANTHRAT u &I FR
Jead H S99 BT AR U g | FR
(BlAl—d% &X) qRAfAd STANTHAT ®

fog 9= ok Wt & forg &4 gy 2|
||
FR(U) = ———
AV (Eq 3.4.1)

342 U1 IR IRWRSHAT Reputation
and Reciprocity

TSt H AR @ aRdfasd fasg # uforser
9D WHE H Se ARl iR S
gfa it & fasarat @1 3R wa g,
3R Sl g # it I8 Ay BT 2
3PN Aded © fh afd A Raer ® B
BT ARV HIAT &, Al T8I AU 8rm
f6 B 1 A &1 T8R0T R, 99 A &
fory Soa UREREAT &) BT | URWREBAT
R A & B BT FIERV PR B e,
T SR & JAJUT DT SHIT BT & |
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1w N\ |
R(u) = _D
s (Eq 3.4.2)

R(u) 3 R R W& & folg oA iR
qRdfdd SUIRTHRAS & fov Swa g
aruferd 2 |

343 JAJIRN—3MEIRT ufseT Follower-
Based Reputation (FBR)

TEH STANTHAT B UFTST IHS A1 99
SUIRTHAST 3 favmag o el 8 o)
2l =9 fa9war &1 SUAnT, SUANTEHr
& JAFAMREA B Uit § IFqD! gfa=sT
qg e @ v fbar ar 21 FBR fev
MU SYANTHATAT & AFARAT B A
gforssT ® | TR ®U 9,

2uew RUs)
% (Eq 3.4.3)

& R(u) gyl @ ufdsT &, FBR
MM IR W WH & folv &9 3R ardfdd
SUATTRdR & foru Swa g orufera 2 |

3.4.4 FRERT i Clustering
Coefficient (CC)

deqd Are BT CC, 39 Ry Ars 9
TORA dTel HiaeMl Bl BISHR, I
ASH & SRPAMGSAS] & TFE @I
Al oxe €1 I8 W gSIiRul @
dra fIsar wWR 1 AT &Rl 8 Aol &
I8 SYANTSHA! Aol A 81 | Fifd IR
AT @ aRdfdd dedd & IR W UH
T 9 WER IR B, arafde g
# 9 STNTEAaRl & 9 s B9 W)
IRAfAd STATHA & I Sed CC (1
% HNIE) B DT 8 | Th VR Acdd dl

qeT § BT Aedd T B |

FBR(u) =

i

CClu) = K, x(K,—1

(b) (0

o 344 (31) U & Acdd (@) A & 9 B
B I I fIgall &1 smuRi dead, (|)

T & USRIl & 4 Ub AYERI Bl T |
Fig. 3.5 Jer 3neniRa fadward

Community - Based Characteristics

qI9G YT Bl I AT H U 7l 8
8§ | arfds [ wHardl ¥, SuAThdl U
T B S B IR I 41 U (9=t wR
g, AR aEd ANl B gl H U H 9T
Hag T 1| 3@ BH D MR W KO
gficproll &1 <@ £ |

3.5.1 AR sl Community-
Based Reputation (CBR)

el ff SWrTRdT @ ufosr SH e
RN B Uit & U # 7 | arafad
STANTHART & T s el H <!
yfdeeT &1, dr SHd! U gfaeT ¥ 9%
SN 1 39 UBR, o UfST drod
|l | |fEferd 8 WR ¥, SUANTHAT
P! ufarsT 9 oIl ® Ife SuwanTddr Cl,
C2,C3 & wU H A1ffa |l 4 HI9E
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2, d9 S9al CBR #19 I8 8N

k
Ic;
Z(( > R(Cf(f)})/|cr‘|)
i=1 \NV7

K (Eq3.5.1)
781 R (Ci (j)) ith FH&T & 51 SUARTHAT
& foru ufoeer g1 AR Wad & o
HY IR IRAfdd SYANTRARI & foru
S B |

CBR(u) =

352 WS NG FolReRT  IUlid
Community-Based Clustering Coefficient
(CBCC)

I8 OH WA B el bl ST Bl
2 form STarTedt Hisg 2 1 af CCi ith
AT BT FeReR 0N 2, 3R SUANTHA!
Ut K 99eRIl & 9w 8, df Ua fag
CBCC g &N,

s,
ko (Eg35.2)

A arafds @l & fg S
3R Wad & forg w4 B8, wdife WEd
A IS Wad SWANTRAl RIS B B
JTR—FHET B & |

4. uRumer 3R gerem @ fou Wefier

Results and Parameters of Comparison

TCNe WX 39 UANReA & Uge+d &l
faeeiyor (3R germ), 79 & T & 59
el & T fHar T (R & JsH
BIRIT AR R4 dedd | ol & forg ugt
B g AfeH o aRdidd AHRIHD AT SO
AHRIAD &% false positive rate (FPR), @ISl
T AT T Bl &R HHAISIAE dord (DR),
3R TH—wBhR F-Score |

TP
TP + FN

CBCC(u) =

DR =

TP
DR =
TP + FN
FP
FPR =
FP+ TN
2 x precision x recall
F-Score =

precision + recall

TP (True Positive) <CdI  dar&Ifdd
IHRIHDAT GIT BT ST BHRAT ©, Sl I8
gar g fob fhdw 3Tl Wad &l 98! aRE 9
WR & w9 7 giffga e 7| g9a o,
U%h U9 FN (False Negative) Tefd ThRTIcHD ]
?, O I8 qart & fb fhad sraen b9
P TTAG F Tl SUANTHAr HsT o |
Sl I TR, Ul FP (False Positive) ST
IHRIHBAT AT &; T8 98 A&l § Sl gl
g o fohaw arafae AT &l Told a)e o WHR
& w9 H FEifepd fHar mar| &R &fd # A
TN (true negatives) HTd THRIHDAT HEA
g |8 T 9 Fifepd IRdfdd STARTHArRl
P A=A IdTaT B |

THYIRTR 3G AHRIAS <X & | FPR (false
positive rate) THUl (FP) 3R €IvA (TN) &
A A U BIal &, Sl b qel ddfde
SUARTHABH & AU H WA B w9 TeAd
TN | THffpa aRafad STARTSHARI &1 i

2| U 38 FARITBRR § B 2= g1 a1y |

3 X8, SRR (DR or recall rate or
detection rate) €4l (TP) iR THUA (FN) &1
HASH 2| T§ "Ubs MY * WH Pl fel WHR
A IMUTd IAT & | IS FAABRR H I8 X
A B =Ry |

3R 3fd@ # UTH—BR (F Score) 3irAd
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& "IRAIS SYANTHATAT DI IO & AU & A1 W I&olal © | I dIferl 3 H a=dl off

AT T |
Random Forest Decision Tree Bavesian Network
Feature Set DR FPR F-score | DR FFR F-score | DR FFR F-score
F 097 001 047 094 004 094 | 080 001 094
F\Metadata Feature Set |096 003 097 093 005 094 | 082 002 094
F\Content Feature Set 095 002 096 092 005 093 (0% 004 094
.F""-J"J:.r:'ra{.rmrt Feature Sei [0,93 002 1L95 (a3 (0= (.03 1.85 004 {L.R9
F'\ Community Feature Ser|(0.94 nnz 0.95 193 .05 (.93 (.84 0oz (1.5
qiferet 2 39 AUl & Aef fAf=T UeiRed & Uaeid &1 o1 & uRom
Spamumers and random forest Bavesian network decision tree
Bl:'nign sers Ratio DR FIR F-score| DR FIR F-score | DR FPR F-score
1:2 0.9 (LN .96 .88 0l 0.92 092 nan2 0.93%
1:5 0.9z AL 0,92 1L.88 0o R 1] .89 02 (1.88
110 087 0002 081 | 090 000 093 | 08 001 086
difeTaT 3: ar<Ifdd SURTTHRARN IR WHd & fAafy=
Ul & T USAIREH & Uaed # qaerrd
5. fossd CONCLUSION Ugeh Qreardctt
RHE WD 30 Y& IR WBEA D [Community TR ARG STy
MR TR WHR STINTHARI &I Ugad ®xd | Based Features
g, Sid TR gftedror ¥g dr dRar g€ |Correlation |y — ey
g, dfbd 39 AT & 396 TSRl A © Cyber Crime WgaN R, JJaNolld WX
AR TR 3R FNWH Fcdd & AR W I dlel 3TURTE
Al B FRaT § | Ferse—EIRa daet &1 | PR Tod ATl U Bl R
; 57 78 21 & Fife 3 Rf (Detection rate)
= = g = H'cm N FN (False ST A< AT AT SHdT FET
; . Negative) % w9 H Teldl | gg UgA™
3R FHE ARG faRIvdall &I Ug<h B .
. FP ST =T Teld A8l o SHd
el WP SR RDH, FR ARAT T | Faise Positi NN
N (False Positive) | refd & %4 ¥ ITefddl 9 g U89
HUcS] & IR TR J8a’ We9— ol griy
N _ FPR (False A FHRIHAS <X
AT € | ST S AR AT ARSI BT TN | Positive Rate)
PRAT B, 3R U & o9 <+ 9T 3favolel WR 8l ES e/ R &R faae e
. core
g, gIfery I8 Mmawd © fb W9 &I ygamn P o1Rp
ST A 3R ARSI DI AT a1 o way | | Genuine IRAAD (ATT) STRAATHAT
A forg I 9 qahele 9gd Aty € | (human) users
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Registered Tofiga Jrgarit

Follower

Social Bots
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qTel HIFedIR YR
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