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ABSTRACT

Protection of digital assets and intellectual property is becoming a challenge for most
of the companies. Due to increasing availability of database services on internet, data may
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be insecure after passing through precarious networks. To protect intellectual property
(IP) is a major concern for today's organizations, because a leakage that compromises
IP means, sensitive information of a company is in the hands of biggest competitors.
Electronic information processing and communication is replacing paper in many
applications increasingly. Instead of paper, an email is being used for communication at
workplace and from social media logins to bank accounts. Nowadays an email is becoming
a mainstream business tool. An email can be misused to leave company’s sensitive data
open to compromise. So, it may be of little surprise that attacks on emails are common.
So, here we need an email protection system (EPS) that will protect information to leave
organization via mail. In this paper, we developed an algorithm that will offer email
protection via gateway during data transfer. This algorithm matches the patterns with the
keywords stored in the database and then takes the actions accordingly to protect the data.
This paper describes why email protection is important? How companies can protect their
confidential information from being leaked by insiders.

Keywords: DataLeakage Prevention, E-Mail Protection System, Sensitive Information,
Information Security.

Tawa ufe -

AT QR H, 2 cArehst MU SRR
1 Sfeifed alw ¥ TRl B Hufr o
Tee 2o S W RRiRd T,
Hfge w2 Ft THSN, 3! fo<da gufa o
Hafyd €21 omfc &l Sy H IR X &
Tt &1 3@ S BT GRET HE SART Teel
werffeRar gt =few [1] [2]1 FH=E SR
AES YT ® IS MR S SRR &
HRO, I G F WY LA B Hehdl B
e | dl Jerdl © foR 3 R % sHE,
Faie R fei 2 & Sifeq o son
foq fomer € [3]1 & & & erfuesa
SYANTRAl ded HeensTt i IWR! MU
SR 1 Gl i §, a9 39 221 oftehal
ERIEIL

2T TAhSl o HRUT AT hi Gfas3T HTHT

T @ Gehdl 7 [4]1 AEATH H HO
% i, S @ & HRT 46% HAA

1 UiqeSreHe &fd 1 JhEH SSMl Uel ¥,
Sy wdufEl ® MY SEeR, e
T o SRR Wi §1 S o A
el HeAT M 9k W eEEH § e ©,
S e Gl ® S w1 geRE w €,
SO for Th UE 0o S5 e Hersie
S I € [5]1 $-Hal &1 ST &
% qEA RO Ged: Giaen iR gHet O i
2, foeh oror 5@ sdiifers < & @R off
Haia fan <1 geohdr 21 $-0a % WA 9,
Hageiial Sl w9 foF @ w9, wiee
HE WhIY, AN Yiaeel & ar § SEahr e
F ARHA-YEH TR w1 @ ? [6]1 SEm
faveiuehl & STER, & H I-Hd HE
Hiqad 30% W stfusd W A T W ? iR
T IYANERAl gfd e Sieaw 7 wHel 2@
U & W ¥ U T 2| 39 dfg &
IROTHETEY, - Het i G Th AT a1
S Tl 2

31



o wehte - fome e st wie ufsenn, o9 : 16, WgsR 2018

o 1: gean & 99 9= 9

S for fom 1 | femn w0 %, g
TN & 79 g fagid & Mo, s
AR SyTsll T A Tq@ & W 9 e
Tk H ot &, -9 YU i GRE i
TSR F Gohdl T I 39 9 & fau
ER Wil Tkl B 3fIU, 376 §-0a 1 2
e HI o § i Heequl 3R geae
&, 3R su! grem w2 fo@et &1 fawg o=
™ [7]

- Rl @A & HRUT-

HYARAl A Gisharsti I W e °
RT3 arelt Aifaal & desE, wOA S
o9l 21 SR qREutal 1 sifad o <
e 21 Frefafad ssew ke € & +9

FHEN SR 3R S o Hogeia 22
FI o FQ B

1. HAfPA STHIART &1 ST :— HACAA
¥, M $-Ha 1 ITAN, FAgAhdA
B R Al SN W SifEH |
Tel Gehdl &1 Tk Haerw Raid & o19aR,
63 Wiae HUE WeR wW & T o
R ITAN % fau e s
F TS H Tl A S HURe

32

TR AEHT F1 T & e E1 FEeh
IRUMEEY, T HHI R €1 ol
HH H Y 3= 8 T T

2. FHIARE HEU HT TEAN - LA TRl
Hifql & STENE, FHAR IR ]
% HEU HI S A B STIR FW E,
Y ™ & SUHON R -wH=iE
& WY FASAINS SHehI i dieAT e
21 T el % YRUTEEEY, HIA Hi
difgeh HUel s & Hehdll ®, S fob Ut
T GRET SR gl & fau v wa
1 HNO & bl 2

3. UGS 1 YAl R Wi sH/eimense
yfspame - S9 HE HHEN TH GEH
HI UEEE & WY A T Big 3@ €,
Ig Yfhan fhdt STehTuTRal i Fagid
T [WH F fau mbE w #1 SR
FHAR 7 HH I FH HT ITAN S
TR % fau fan o, gHeR Ao ©
fF o @ THRAVER & fau w=s
Y Uy 2

$-WeT WUT A Ugwqut § ?

9a 3 W F HaRg s & fa,
Al @ g SuAn feRa ST ® iR W
FaEE & T U Aoy sTesd 71 E-0a
GuT i T SAfam Tded 9% TgEH 9 e
Hegerd! Y &% WeAd 9 TSl gedl © SR
IE HHed: THAEN & U, GWeul &l Toes
AT SN TG ST T 3 Bl 3R BH 3%
AT Ao ¥ g1 off 3§, 79 off TIh1 SRy
w2 A dF R W HIE T 71 Rt ot
T3 1 HHAN T FEcaq0l HEdl dh U8

Hehdl & 3R 5% 391 AfRr ol o1 fordt




31 o« 91 gR1 A2 P aRl 9sl gehdl 2l

2T cliehel hil TR & fow $-TUer WIQIoT Yorredt

Ao HT MUAFA 3R srEEdl &

TEH W 95% A SN | Bl B ok W,
2015 ®, AT R H 200 3G 9 3wk 3-9d
yfafe 9 T iR 9t 5w [8] [9]1

Ned & Hreaw | 3-HeA TIIUT-
BT Siiehs HaROT a1 diF T W

efiepd TRl ST Hehdll € W) SAfRITA STANTER
T Y9) ST TR T9Y) e &R

1. SAFRATT STATTRA ®R - HS HIA T
HUEEl o glaen yeH s € a
AT HMH H WY G R Thd €, T
ferfa o 7o =@ e (W) =
SIRUHT 2 & AT W AT & Tl
q gl S =reu

2. BWA R - Toh ol 39 Tl =
F FHT H & ST H Afgefed e
T W W 2 e w Uk gl 2
wiferd TR ot 37 waf=il o | T faam
& (S for faenl faum) , 9 o s
& STEX gEAl 9GS % SRR €

3. Ted W - HEEd H, T FYX TH
Jeaw ¥ W Aead & A9 fhd I
ol wefdfd wear €1 SE RUAl T IS
FUEM Aeddh & 9l $-0d dordr €,
T T8 $-Hel Ted R W Rl €,
i 9% 39 Aeas & Bis @ 2 [10]
[11]1

EATiad WOTTed -
3-0d &1 SyAm fEA-ufafer s W@ ©

AR a8 wE HEA W SRied 1 $-We i

e wutEl & fau qer fud w1 R €,

St I giafead St € for Mo SRRy

S weenstl w1 e e S|

W & fau, 899 T I-Ha WU gumed
e €1 Te gEfad yomelt 3 Arage,
i 2o fearfa iR IRfEeH R foar w3
B WHEE: g2 W diF fefa e €, ereifq
feer 221, STEm ® 21 ok fasher 2 59
o W, g 39 feufa W oeam iz e €,
9 22 TH ATk ¥ TR s &I S Sl
21 gHfT &0, $-Hel W&l YUell i Tied
R aRfEifea ffar €, S Mo SEE ot
Aot w1 gIfera wam|

ATEATEAE T AT
Faamefier T

o 2: Ted WM W @] & TE
$-He Y& JoTett

33



o wehte - fome e st wie ufsenn, o9 : 16, WgsR 2018

St fom fomt 2 o fe@men T @, wufEr o
W0 foum B9 ® (S fom faset faum), fomes
I HTH HT Holgaiel SFHRI Bl © SR
3% frdt of S &l Aegs & 9l 9o
F1 AfUHR BT T I I G @ &
foTu, erEenger 221 99 i difetehl § &S
% HeEul gueh YRl i WIEH Hih I-Hd
e Hifd 1 AN HA B D E-HeA TR
uTelt Taaferd ®9 9 fasnt faqm @ |@edft aex
ST & Hell w1 S ! @ 3 SHeEde gl
fAffe =t T Afea & uR W FrEmrEd
H 2

JEATfad STTe-

$-Hl TRETUT YOTTGH ar&dfash Hel (3Tl eh
TEA Gied) w1 W™ I €, S e
Fed % fau TR 7, =R o7 TR A H @
Jeadh & G HeEl A At S W@ OE TEh
9%, 78 faun &1 W™ s © fe e
faam srufq dew fauam =1 & s fawm
-0t i 99 W@l 2| fawt fawm 9w, wfee
FE R Hve fFEiE Fa anfe ser
# Th Weie o a € 3R 39 wifgs &9
Y IR &Ll 21 faun 5w Sieviie ®i T
T T HI T SR T IR TR
O @ 2

TAN G0 YUelt At i 3@ e
i @it €, St fasl faam g s e T R
T YOl 39 Wevie % qu vYedt €, she
goft el w1 S W SR fER @ Aifa
F AR FIA B, S R awemTEs g A
o TR & fau o W T @ yomed
Fael -0 & a0 € @he &l HE

34

?, dfceh T AR & T HI W ThA Hdl
21 wEdIfed gomelt Sewie & wsft guw v
FI, A FF Hi ARl H GUSA Haaawia
Sl & TEEqUl ush I & 9, e
Hfem Mo 1 ST &3 o S 2
AT v I WiSH * 9%, FEes 3fad
FRATE HI 2

Algorithm: %=+ #fem sremifierm

Input: T1, T2 (H¥24), Dept 3R Mail
\T2: A T i

\\Dept: o & Hagsier faum S f%
forsnt fawm

Output: J, T1 3R T2 &1 U #= wig
(Join) drfeTeRt

1. begin
J=0;

3. Ifmatch (Mail. To, Company Domain)
AND not match (Mail.dept, Dept)
then

. Return J;

5. endif
If match (Mail.To, Company Domain)
AND match (Mail.dept, Dept)) OR not
match (Mail.To, Company Domain)
then

7.  forall t1d Mail do
8. forallt2d T2 do

. Ifmatch (t1, t2) then
10. J=1JJoin (t1 < t2);
11. endif
12. end for



13. IfJ#0 then

14.  Apply Action ();
15. endif

16. ReturnJ;

17. end for

18. endif

19. end
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PRCSIRICC S B
Data Leakage: Ba1 R&m@; Stored: W[,
User:  SUanTehdl; Analysts: fowcioent;

Confidentiality: Ta=1aT; Integrity : ST@ST,
Availability: IUctsydl;  Unauthorized:
3Hfyed; Computer:  HTUR;  Misuse:
IEWEN; Domain:  ¥M&™; Deployment:
qffasH; Matching : TH@; Action : e,
Administrator: SHeEelYeh; Table: difciehT;
Keyword: §¥=& I15; Document: IEIaS,
Attachment File: e Wisel; Cell:
%&; Malicious: 3WeAMUl; Block: 3Te%s;
iQuarantine: 9¥sh HIAT |
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